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Countering Information 
Warfare, or walking into a 
trap? 
“the most amazing information warfare 
blitzkrieg we have ever seen in the history of 
information warfare” Gen.  Phillip Breedlove 
Convergence of action 
 Informational 
 Virtual 
+   
 Physical 
 
 Creating a space of pre-made decisions (internal subjects) 
 ”Sidorovs, open the door! We were informed that you haven’t 
been watching TV for a long time!” 
The components of Russian IW   
 Reflexive control 
 Creation of context for the enemy’s error 
 Ideologization  
 The mythological enemy and the justness of struggle 
 Organizational Weapon 
 Self-desorientation and self-destruction 
 
“...If we percieve the reality as it is brought to us by 
television, we act in accordance with this reality.” 
Prof. Valery Solovei (MGU) 


Divide and conquer 
Key Factors for Defence  
 
 Proactiveness, ability to react quickly  
 Conversion of action and message 
 Societal stability 
 
”It is false to presume that we can  
expediently interpret  
and accept for our own use,  
foreign ideas about IW.”  
Dr. V. I. Tsymbal 
 
Russian Occupant 
